ICANN REGISTRANT RIGHTS & RESPONSIBILITIES
(PROFITERA PRIVATE LIMITED — India & MOA Aligned)

1. Overview

PROFITERA PRIVATE LIMITED (“Company”, “we”, “us”, “our”), as a domain name registrant
and platform operator, complies with its applicable obligations under the ICANN Registrar
Accreditation Agreement (RAA) and related ICANN policies governing domain name
registration, management, and use.

These obligations are intended to promote transparency, accuracy of registration information, lawful
use of domain-related services, and compliance with applicable laws and regulations.

The Company works exclusively with ICANN-accredited registrars and authorised service
providers in accordance with these standards.

2. Registrant Responsibilities

As a domain registrant, the Company undertakes to:

e Maintain accurate, complete, and up-to-date domain registration information, as required
under ICANN policies

e  Use domain names and related services only for lawful and legitimate purposes

*  Respond, where applicable, to registrar or ICANN-mandated communications relating to
domain compliance

e Cooperate with lawful requests from registrars, ICANN, or competent authorities, subject to
applicable law

The Company does not permit the use of its domains for unlawful, fraudulent, abusive, or infringing
activities.

3. Registrar & ICANN Compliance

The Company acknowledges and adheres to:
e  ICANN policies applicable to registrants
e Registrar terms and conditions imposed by ICANN-accredited registrars
e Applicable laws, regulations, and governmental requirements

Nothing in this policy shall be construed as limiting the Company’s rights available under law or
ICANN policies.



RESPONSIBLE DISCLOSURE POLICY

4. Security Disclosure Commitment

Information security is a priority for PROFITERA PRIVATE LIMITED.
The Company supports responsible disclosure and constructive cooperation with ethical security
researchers to enhance the security, reliability, and integrity of its systems and services.

5. Reporting Security Vulnerabilities

If you believe you have identified a potential security vulnerability, weakness, or misconfiguration
affecting the Company’s platform, infrastructure, or services, you are encouraged to report it
responsibly.

Upon receipt of a valid disclosure, the Company may:
*  Acknowledge receipt of the report
*  Review and assess the reported issue

e  Take reasonable steps to investigate and remediate the issue, where appropriate, within a
reasonable timeframe

The Company does not guarantee a specific response time or outcome.

6. Responsible Disclosure Guidelines

While submitting a report, the reporting party must ensure that:

. No systems, services, or data are accessed, exploited, altered, or disrupted beyond what is
strictly necessary to demonstrate the issue

e  User privacy, confidentiality, and data protection obligations are fully respected

e The vulnerability or issue is not publicly disclosed, published, or shared with third parties
before the Company has had a reasonable opportunity to investigate and address it

Failure to comply with these conditions may result in legal action or referral to appropriate
authorities.



7. No Bug Bounty / No Waiver

Unless expressly stated otherwise in writing, the Company:
. Does not operate a bug bounty or reward program
*  Does not waive any legal rights or remedies by receiving or reviewing vulnerability reports

All disclosures are reviewed without prejudice to the Company’s legal rights.

8. Policy Updates

PROFITERA PRIVATE LIMITED reserves the right to amend, modify, or update this [CANN
Registrant Rights & Responsible Disclosure Policy at any time.
Changes shall be effective immediately upon publication on the official platform.

9. Governing Law & Jurisdiction

This policy shall be governed by and construed in accordance with the laws of India.
All disputes arising out of or relating to this policy shall be subject to the exclusive jurisdiction of
competent courts in India.

Contact (ICANN, Domain & Security Disclosure Only)

& support@profitera.net

© PROFITERA PRIVATE LIMITED | All Rights Reserved
This document is part of the official website policies of PROFITERA PRIVATE LIMITED.



